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ULTRAWIDE BAND COMMUNICATION .
PART 1

M.A. BARKOUN, O.R. KHODASEVITCH

Abstract

This is a tutorial of principlesof ultrawide (UWB) communication. Part 1 consists definition of
UWB signals, properties and modulations of UWB signals.
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THE METHOD TO ACHIEV E THE MAXIMUM DATA R ATE IN THE QUANTUM
COMMUNICATION CHANNE L

A.O. ZENEVICH, EV. NOVIKOV

Abstract

In this work we have offered the method that allows to specify a threshold level of registration and
the optical power, at which thmaximum data rate through the optical communication link is

achieved.
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STEADY-STATE JAMMER FOR GSM 900, GSM 1800, GSM 900

W.S. BERDJAEV, G.IMELYANETS

Educational establishment c¢iBeatarassan St at
F. Skoriny, 8/2, Minsk, 220114, Republic of Belarus

Submittedd3 SeptembeP016

This article presents the multiptdoice experiment design and implementation GSM 900, GSM
1800 and GSM 1900 steadtate jammer. This jammer works at GSM 900, GEB@0 and GSM

1900 simultaneously and thus jams the three-kvadlwn carriers. Jammers can be used in different
places and in particular in places where a phone call would be especially undesirable, for example
in educational institutions during exams.

Kewwords:steadystate jammer, network, jammitig-signal ratio, microstrip, downlink, uplink, free
space loss, trace width, characteristic impedance, voltage controlled oscillator, jammer power.

Introduction

Steadystate jammetblocks the mobile phones usabg sending out radio waves of the same
frequencies that mobile phones use. This causes enough interference with the communication between
mobile phones and BTS to render the phones unusable. Upon activating mobile jathmetsi|eaphones
will indicate ¢no networlke. Incoming calls are blocked as if the mobile phone were off. When the mobile
jammers are turned off, all mobile phones will automaticaligsablish communications and provide full
service [1], [2].It should be mentioned that jammers alegihl devices in some countries. According to the
Federal CommunicatianCommission (FCC) in the USAThe manufacture, importation, sale, or offer for
sale, of devices designed to block or jam veissltransmissions is prohibieedHowever, recently, therhas
been an increasing demand for portable cell phone jammers. We should mentibe gratect, presented
in this article is solely done for educational purposes.

We focused on some design parameters to establish the design specifications. Thetergaaee
as follows:

the distance to be jammed éééééééééé. 15m,

signal-to-j ammi ng ratio ééeééeéééeé... 9dB,

mi ni mum signal powefl5@Bm, recei ver éeéeéée

jammer must work for GSM 900, GSM 1800, GSM1900,

,,,,,,,,

power @nsumption for devicé é .to 10 W for device.
System designintelligent Cellular Disablers

The technical project was to design the steathte jammer which shoulcdiate in the mobile
telecommunication systems range of operation, while radiant paveghér ranges should be insignificant.
The product should have small radiant power and do not interfere with operation of othei owapaters,
office equipment, etc. It must be safe for the health of per3treszone of effective action of the produc
depends on the distance to the nearest basic station of a network mobile communicatioulaibe to 15
m at average power on channel to 3 W and power consumption to 10 W for the device.

All the components should have 50 ohm input/output impedancg) sthm microstrip will be
needed for matching between the components.

The technical project limitated the designers by the device parts choice. They might be either the
products of Belarusian (Russiananufacturesr the accessories of foreign firnistegratedcircuit industry
produce@wide assortment of logical chips, for example, sesig$561, KP1564 etc. These chips have low
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consumption of current in a static mode, high reliability and interference immunity. Unfortunately, there are
no data of thenost important jammer parts among this assortment: voltage controlled oscillator (VCO) and
power amplifier. In the produced in these countries software such necessary modeling programs as MicroCap,
Proteus and Multisim are also missing. Lacking similagpams makes it impossibte simulate electrical

circuits based on domestic parts.

There are several wafar preventing mobile phones communications in certain specified locations.
The two most common techniques can be categorized for educapor@iss as follows. Firstly,
cintelligent Cellular Disablegs the devices of this type normallvork as detectors. Secondgdammers,
this type of devices blocks frequencies used by mobile communication devices for call establishment.

Intelligent Cellular Diabler does not transmit an interfering signal on the control channels. The
device basically works as a detector. This device works by communicating with the nearest cellular base
station. When the device detects the presence of a mobile phone in tha amerates a prevention of
authorization of call establishment which is done by the software, at the base station. The device signals the
basestation that the user is ingguite roong, and hence do not establish the target communication. This
process ofletection and interruption of call establishment is done during the interval normally reserved for
signaling and handshaking. This intelligent device as its name implies can recognize emergency calls and
also allows specific preegistered users to use itheobile phones for a specified duration. Though this
device sounds like a good solution, a provision is needed by the cellular personal communications services
providers, allowing the detector device to be an integral part of the cellular personal ¢oationsservices
systems [3].

The main advantagest the Intelligent Cellular Disablerghe absence of constant influence of
radiation and the durable operating time at battery power supply. The main lacks: the higher cost in
comparison with the elememyasystems of suppression of cellular communication, complexity of execution
and adjustment.

Simplified diagram of Intelligent Cellular Disabler is present as Figure 1[4].

DA1 PIC16F628 J
RB7
RB6
Chebyshev
R > Sigynal > InA OutA
. Triangle
Micro- Signal
processor
Chebyshev OutB —
> »
RBA T Sinus Signal > InB
Signal
Anin < Tune Frequensy Signal
<
—»| Bnd Tune Freg | White Noise Signal
<
DA3 MAX2641 DAS ¢
»| subBnd RFOH »| RFin RFout
DA4 MAX2640 White Noise
Generator
RFOL »| RFin RFout
AntLB
»
AntHB
>

Figure 1. Simplified diagramfantelligent CellularDisabler

Jammer blocks Intelligent Cellular Disabler are PIC16F628* and Aero 11 GSM/GPRS* Transceiver
[3]. PIC16F628 is flasibased &it CMOS microcontrolleprovided to generate triangular waveform and
sinusoidal analog signals together with signalsasftrol of rangesThetechnical decision differs from the
analog circuits by the simplicity of implementation and the high stability of operation. Principally it is
possible to change the modes and parameters of operation by microprogram change.
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Jammerblocks Intelligent Cellular Disabler are PIC16F628* and Aero 11 GSM/GPRS* Transceiver [3].
PIC16F628 is flasivased &it CMOS microcontrolleprovided to generate triangular waveform and
sinusoidal analog signals together with signals of control of rafpesechnical decision differs from the
analog circuits by the simplicity of implementation and the high stability of operation. Principally it is
possible to change the modes and parameters of operation by microprogram change.

Microcontroller forms sigals under the given program on outputs RB4 and RB5. After the signal
transmits through the appropriate integrating circuits it acquires the form demanded for the further
conversions. From outputs RB6 and RB7 the signals of changing ranges to tiredughcy unitAero 11
are formed. To reduce the number of radio componenrtgeadfigent Cellular Disablerand to simplify its
circuit the integrated transceiver Si4210 is used. It is usually applied in communication systems with mobile
objects and systents global positioning. Thus, it is one of the most convenient chips in this case.

The functional block diagramero 11 GSM/GPRS transceiver is presented as Figure 2.

Si4210

RFIA

>
R

RFIE

Yy Vv

Yy VV VY VV YN

DIGITAL FILTER

ANTENNA SWITCH
ANALOG INTERFACE

BASEBAND

| VCO+FREQUENCY |

SYNTHESIZER

Figure 2.Functional Block Diagranhero 11 GSM/GPRS Traneiger

The Aero |11 transceiver i s the ichipdransceivey Bhe s ma
Aero |1 6s proven architecture integrates al/|l s e

varactors and capacitors into a single gnéed circuit. Compared to competing solutions, the Aero I
transceiver reduces component count and board space by half. The Aero Il receiver provides lower solution
cost and reduced complexity. The transmit section uses an offsetlptiest loop (OPLL)ntegrated with

Silicon Laboratoriesd pat ent epbgrasgnable uréversak msebarnde ¢ h r

interface allows designer to implement the transceiver with all leading basebands.
System designCellular Disablers

The secondype ofCellular Disablersis equipped with several independent oscillators, transmitting
jamming signals capable of blocking frequencies used by paging devices as well [5]. It operates by
broadcasting radio frequency (RF) interferences preventing mobile phooedcést the ability to transmit
and receive calls. It broadcasts only a jamming signal and has very poor frequency selectivity, which leads
to interference with a larger amount of communication spectrum than it was originally intended to target.

There aretwo types of Cellular Disablers. One of them is the brute force jamming, which jams
everything. The other puts out a small amount of interference and can be confined within a single cell block.

The block diagram for this jammer is fairly simple. It sho#séction and RF section. The IF section
consists of three main partgangle wave generatanpise generator and mixer summer.
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Antenna
GSM 900 MHz

Py

LF412CD VCO 900 Pin RF
CVCO55CL | GSM PF08109B
Noise 900 R
Generator Tuning Voltage- [ AN | Power
Signal | Controlled Amplifier
Osciiiator
GSM
Sweep Signal 900
"]l LM741CH
Noise Signal Signal
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GSM >
Noise 1900 Voltage- JAVAVAY POV\{gr
Generator Controlled Amplifier
Osciiiator

IVAVAVANIG

Antenna
GSM 1800 MHz
GSM 1900 MHz

Figure3. Simplified diagram of Cellular Disabler
IF section. Triangle wave generator

The man use of the trianglerave is to sweep voltage controlled oscillator (VCO) through the desired
frequency rangeThe output frequency VCO depends on the charging and discharging of the capacitor,

resistors values and the power supply for the timer ICebigth was used LM555CMimer operating in
the astable mode to generate th&eeping signal.

IF section. Noise generator
In order to rise the noise generator reliability we suggested to alter its scheme.
The noise signal is generated by Zener diode BN7®perating in reverse mode. Functioning in

the reverse mode causes what is called 6aval anch
amplified and used in the system.
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Two amplification stages on LF412CLare used in the noise generail® LM741CH* is used as
an audio amplifier and a filter. VCO output modulates sweeping RF carrier. So it is needed to mix the
triangular signal with noise by means of the second IC LM741CH*.

IF section. Mixer

The mixer in this generator is an amplifieat operates as a summer. So the triangular wave and the
generated noise will merge before entering the VC@s sk is fulfilled by LM741CH.
This gave us the opportunity to unify the noise generator and to reduce it costs.

RF section. Power calculfion

RF section is the most important part of the stestelte jammer. It includes two VCO, two RF power
amplifiers and two antennas. It is very important to note that all the components used in thstateady
jammer have 50 ohm input/output impedarsme50 ohm microstrip in needed for matchingghsgs.

In the GSM networlone part of a frequency band is allocated to BTS. Another part is allocated to
the mobile phone. The first part is known as uplink, another part as dovilriamsmit downlink andaceive
uplink bands are for GSM 900: 93®60MHz and 890 915MHz, for GSM 1800: 1806 1880 MHz and
1710€é61785 MHz, f oan99@BinandI1BID00I0MHEHAD 3 0

The jamming frequency must be the same as the downlink, because it needs lower power to do
jamming than the uplink range and there is no need to jam the base station itsbi.fi®guency design
will be 9351 960 MHz for GSM 900, 18061880 MHz for GSM 1800 and 19301990 MHz. It is the basis
for the realization of our technical project.

The design is established upon the distance of 15 meters for each frequency band. To obtain the
desired output jamming power for coverage range of 15gmweuired to knowrree Space Loss. The other
important parameter is the signal to noise ratiorrefito as th&NR These factors can be seen in calculation
formulae of FSL andSNR The path loss can be calculated using the approximation formula for the
calculating of free space path losg)for GSM 900[3], [5]:

L,(dBm) =20Ig d(kn) +20lg f (MHz) + 32,45 = 20Ig 0,015+ 20lg 960 + 32,45 = 55,61dBm

For GSM deices SNR is 12 dB. Effective devices have the valugéNfR.i» =9 dB . To ensure the
effective jamming mobile devices must have jamming signal strength

J.(dBm=S_, - SNR, =(-15dBn)- (9dB) =- 24dBm

whereSnaxi maximum signal power at receiver,
SNR.inT signalto-noise ratio.
The jammer power output will be:

P

= Lp - J, =55,61dBm- 24dBm=31,61dBm orL,45VN

Power calculation for GSM 900 may be used to find out the power to be transmitted for jamming
GSM 1800 and GSM 1900 cell phones for a distance of around 15 m.

The power supply isn important part of an€ellular Disabler. It was found out that PC power
supply can provide all needed voltages for stestdfe jammer.

RF section.Microstrip calculation
HF components connected with the microstrips are marked osirtipified diagran of Cellular
Disabler (Figure 3). The necessary width of 50 ohm microstrips lines for matwagalculated using the

following equations [6], [7]. The trace width is nearly 0,81 mm for thickness copper plate approximately
equal to 0.8 mm, when wih1.
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where: 47 characteristic impedance,
e, | effective dielectric constant,

wi trace width,
hi height of dielectric,

e 1 dielectric constant.

RF section. VCOcalculation

The VCO is responsible for the generating the RF signal that will overpower the mobile receive
signal. This is downlink band. The choice of the VCO for this project was caused by the following; factor
its cost and size, the availability of its chips, its control voltage and power consumption as well as by the
frequency of the GSM systems to be jammed. Thus, the VCOs should cover freq@@h¢io60 MHz for
GSM 900and 1850 1910 MHzfor GSM 1800 ad GSM 190Mands.

The following VCOs arémplemented:

CVCOS55CL* i 092571 0970 for GSM 900,

CVCOS55BE i 178571 1910 for GSM 1800, GSM 1900.

CVCO55CL* i 09251 0970according to its datasheet has the following performance specifications:

Frequency range 925970MHz,

Tuning voltage 0.5 4.5VDC,

Supply voltage 4.75 5.25VDC,

Load i mpedance 50YV.

Its output power is 3.0 dBm minimum, with 9.0 dBm maximum, but typically it gives out 6.0 dBm
(3.98mW).Another VCO uses to the same characteristics except fareneg range.

By altering the parameters of VCO we managed to provide the jammer model working for three
GSM bands (in comparison with two cellular bands of the devices suggested by authors in the analyzed
literary and Internet sources.)

RF section. Poweramplifier

Since 6 dBm output power from the VCO does not achieve the desired outputgidteIGSM
jammer, the amplifier with a suitable gain must be added to increase the VCO output upt @badiBon.
Amplifier IC PFO8109B is a type most suitable fohe final amplification stage in the device. It is designed
for dual bands. Its output power is about 3 W.

* Datasheets: PIC16F628, Aero 11 GSM/GPRS, MAX2641, M@¥XR AD8542, LM555CM, 1N759A, LF412CD, LM741CH,
CVCO055CL, CVCO055BE, PF081 [online].
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Conclusion

The technical project was to design the steathte jammer which shoulcdiate in the mobile
telecommunication systems range of operation, while radiantmpiovother ranges should be insignificant.
The suggested device canumed in places where a phone call would be particularly disruptive like schools
and colleges, etc. It may be used to gum three main carriers. The project was implemented accbeding to t
following plan:

1. To make the analysis of GSM jammer devices to find out the best jamming method.

2.To search the needed components that are required for scheme modeling.

3. To work out the simulated scheme model implemented in the program Elecihanidsench.

The further altering of the suggested simulated scheme model will enable the researchers toprovide
the work of jammers for LTE network, Wi and WiMax.
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Abstract

The short review and the analysis developed so far and perspective quantum methods of information
protection is presented. The most known primitigesl protocols of quantum cryptography are
considered. Along with industrially released and already widely known systems of quantum key
distribution the schemes being at a stage of theoretical and laboratory researches are described. That

are quantum secudérect communication, quantum secret sharing, quantum bit commitment and so

on. Comparison of characteristics quantum and t
advantages and shortcomings inherent in them are considered. Some approathgsdtedton

within quantum cryptography are similarly compared among themselves
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